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1. Introduction 
The objective of the PEACE project is the development of the framework to support emergency 
services in daily (calls to police, fire brigade, ambulance) and extreme (flooding, Big fire, 
earthquake) emergency situations. 
 
This document is a key deliverable for the overall PEACE project as it provides the 
corresponding functional model as well as the planned scenarios. The deliverable gives a detailed 
functional decomposition of the framework, the specific system functions and the necessary 
information streams between the functional components. 
 
The PEACE project work is divided into 3 main WorkPackages (WPs), 
 
WP2:  Emergency architecture requirements and specification - to which this document belongs, 
specifies the emergency framework architecture and related protocols and algorithms. 
  
WP3: Emergency system implementation and prototyping - is in charge of the development of the 
framework components as well as the simulators. 
 
WP4: Integration, evaluation and trials - is in charge of the configuration of the testbed and the 
conducting of the experiments on this testbed or the simulators. 
 
During the first year, we have specified the PEACE technical and non-technical requirements as 
well as a high level description of the PEACE framework architecture. In addition to that, an 
analysis and an improvement of the capabilities of the existing simulation tools and the 
development technologies were achieved. The corresponding results can be found in D2.2 and 
D3.1.  
 
This deliverable provides a detailed functional decomposition of the system, thereby identifying 
specific emergency functions, related problem statements, and the necessary information streams 
between the identified functional components.  
 
The PEACE functional model starts from a high level view, describing the main interactions and 
functions, the model is further decomposed into isolated functional (sub-) blocks. The document 
gives a detailed description of each block (interface, function, etc) together with the interactions 
amongst the functional blocks.  
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2. Requirements, definitions and assumptions 

2.1. PEACE framework requirements 
 

1. As interoperability is a crucial issue in the PEACE project, a basic requirement for the 

corresponding framework is to have a strong link to the standardization activities being 

handled within 3GPP and IETF. It is also intended to contribute to the standards 
especially that the latter might be incomplete or inappropriate; 

2. The PEACE framework must support the existing emergency numbers such as 112 
and 911; 

3. The PEACE framework must allow the emergency caller location retrieval; 

4. The PEACE framework must support the callback mechanism; 
5. The PEACE framework should support different types of communication (voice, live 

text, video); 
6. The PEACE framework must prioritize the emergency calls; 
7. The PEACE framework must protect the emergency calls from misuse, and the 

emergency services infrastructure from attacks; 
8. The PEACE framework must be reliable, so including solutions for failover and 

congestion control.  
 
 

2.2. Definitions and acronyms 

 

IMS IP Multimedia Subsystem 

E-CSCF Emergency Call Session Control Function 

GLE Global Location Enabler 

LOCSIP OMA Location in SIP/IP Core 

Live text Also called real-time text messaging. When using 

live text, the PSAP receives characters as these are 
typed by the person in distress 

GPS Global Positioning System 

A-GPS Assisted Global Positioning System 

Peer A node that participates in the P2PSIP overlay 

Super Peer 
 

A peer with higher computational capabilities and 
multiple functionalities like bootstrapping and 
authentication 

Bootstrap An entity responsible for directing incoming peers 

to their admitting peers 

Enrolment & Authentication 
Server (E&A Server) 

 

An entity charged with authenticating new peers 
before they initiate a join process. It may be 

collocated with bootstrap 

Admitting Peer (AP) 
 

A peer that serves as a contact point for joining 
peers 
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Joining Peer (JP) 
 

The process followed by a peer to become a member 
of the overlay  

Leave The process that controls necessary reconfigurations 

when a peer leaves the overlay 

Update A distributed process that serves in overlay 
maintenance  

Refresh A periodic change of peersô PPK pairs with new 
ones 

PPK Public/Private Key 

 

2.3. Assumptions 

For the time being, the PEACE project assumes only the IP version 4 technology. 

The PEACE project assumes only Session Initiation Protocol (SIP) for multimedia sessions 
management. 

For the daily emergency services part, the PEACE project assumes an IMS based emergency 
framework that is up and running. 
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3. The PEACE functional model 
This section discusses the PEACE functional architecture and describes in detail the 
functionality of each of the mentioned blocks. Figure 1 illustrates the overall functional 

model.  
 
 
 

 
 

 

Figure 1: PEACE functional model 

 

Let us mention that some of the above mentioned functionalities apply for both 

centralized and decentralized network paradigms. In addition to that, they might need to 
be implemented on both sides: client and network components as it will be discussed in 
the sequel.   

 

3.1. Emergency calls handling 

This functionality is responsible for the emergency related calls handling activities. As it 
is complex, we decomposed it further as depicted in Figure 2.  
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Figure 2: Decomposition of the emergency calls handling functional block 

 

3.1.1. Emergency calls generation and recognition 

3.1.1.1. Emergency calls generation and identification at the 

client side 

In order to handle emergency calls generation and identification the Monster client [1]  
was enhanced to properly handle universal emergency identifiers and two modules were 

created: the Emergency Add-on and Location Retrieval Add-on (see Figure 3). They are 
using components of the basic client: the GUI Interface, the Call Manager and the IMS 

module. 
 
The emergency calls can be triggered by the caller when using the GUI Interface: 

 From the Emergency Add-on containing shortcut buttons for Police, Ambulance 
and Fire Brigade services. For example, pressing the Police button will trigger the 

creation of a call inside the Call Manager with the remote target URI set to the 
emergency identifier ñurn:service:sos.policeò[2]; 

 or from the Contact List, the Call Log and the Dialing Interface  that also use 

the Call Manager to create calls to the corresponding SIP [3] or TEL [4] URI. 
The Contact List includes a list of entries with associations of names and SIP 

URIs.  In the Call Log a history of received and dialed calls is kept. The Dialing 
Interface enables the user to create a call destined to an inserted telephone number 

or SIP URI. 
  
Based on media preferences from the user profile, the Call Manager will use the IMS 

module to create and process the messages within the call.  
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The Enhanced Monster client

Contact List

Call Log

Dialing Interface
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(SessionService)
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(CallService)
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(Location Service)

User
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Figure 3: IMS client functional b locks to generate and recognize emergency calls 

 

The Emergency Add-on registers a listener to the IMS module for outgoing calls, thus it 
will be alerted about any outgoing session before the initial request of the new call is sent 
to the network. It can then verify if the call is destined to an emergency service by com-

paring the remote URI to both universal emergency identifiers, for example 
ñurn:service:sos.ambulanceò, and emergency telephone numbers, e.g. 112. In this way all 

the generated calls, coming from the Emergency Add-on or other modules can be inter-
cepted and recognized as emergency calls. 
 

When recognizing an emergency call: 

 The Location Retrieval Add-on will be queried for the most accurate location 

information. This information, if available, will be added to the initial request of 
the emergency call in a PIDF-LO [5] format. It can later be used in the network to 

route the call to the most appropriate PSAP; 

 If the remote URI is an emergency telephone number, for example 112, the 
remote URI will be replaced with a matching emergency URN [2], like 

ñurn:service:sos.ambulanceò. This is useful when the user is dialing 112 and is 
located in a foreign country that does not have the ambulance registered at the 

112 number, because by using the URN the client will enable the network to 
properly recognize the call as directed to the ambulance. 

 

Then the initial request of the call is send to the IMS network leaving the Call Manager to 
monitor the state of the call and update the GUI Interface correspondingly. 
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3.1.1.2. Emergency calls recognition at the network side 

The basic Call Session Control Functions (CSCF) entities from the IMS network are: the 

Proxy-CSCF (P-CSCF), Interrogating-CSCF (I-CSCF) and Serving-CSCF (S-CSCF). 
According to the emergency services for IMS [6] specification from 3rd Generation 

Partnership Project (3GPP) [7], new components need to be added for emergency service 
support: the Emergency-CSCF (E-CSCF) and the Location Retrieval Function (LRF) that 
can include a Routing Determination Function (RDF).  

 
Note 

In our implementation from the Open IMS Core [ 8] project and in order to support 
emergency calls, we have created a new branch based on the available specifications, the 
Emergency Services Branch of Open IMS Core [ 9], where, 

 

 the dedicated modules of the existing IMS entities were enhanced (the pcscf, the 

icscf and the scscf modules);  

 the ones related to emergency services were added to the project (the ecscf  and 

the lrf  modules);  

 the SIP parser module has also been enhanced to support URN in the SIP 

requests, as all the mentioned modules use it (they are active in routing the SIP 
traffic) (see Figure 4). 

 

The first step made by the network while processing an emergency call is to recognize it. 
The component that has this role is the P-CSCF because it is the component that handles 

all the traffic from or towards the IMS client. The main module, the pcscf module, is 
processing the traffic conforming to a running configuration file , and it can load an 
emergency services configuration file storing pairs of emergency telephone numbers 

and emergency URNs. 
 

According to its running configuration file, when an initial request for a SIP dialog, 
INVITE, will be received: 

 if the Contact header contains a sos URI parameter [10], the call will be 

recognized as being an emergency call; 

 otherwise, the request URI will be extracted and further analyzed. 
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In case the remote URI has a schema: 

 ñurnò it will then be compared to a list of stored emergency URNs; 

 ñtelò or ñsipò it will be verified if it matches one of the emergency numbers 

entries in the XML [11] emergency services configuration file. 

Emergency Open IMS Network, P-CSCF entity

Emergency 

services 

Configuration file

SIP parser 

module

pcscf module

Running 

Configuration file

 
 

Figure 4: Emergency Open IMS Core functional blocks  

for recognizing the emergency calls 

 

When an emergency call is recognized, further authentication verification steps are made. 
In case the user is making an anonymous call (see [3] and [6]), the pcscf module checks 
the local policy, which can accept or reject such calls. The local policies can be set in the 

running configuration file. 
 

Before forwarding the request to the E-CSCF, the remote URI will be replaced with a 
corresponding emergency URN, 
 

 When the remote URI matches a (telephone number, URN) pair from the 
emergency services configuration file, this URN will be the URN from the 

matching pair. This addresses also the situation when a roaming userôs IMS client 
is not recognizing emergency calls; 

 Otherwise the remote URI will be replaced with the general emergency URN, 
ñurn:service:sosò. This addresses the case when the IMS client marks the call with 
the sos URI parameter and uses an emergency telephone number that is not 

present in the Emergency Services configuration file. 
 

3.1.2. Caller location retrieval 

Caller location retrieval can be performed in two manners, depending on who triggers the 
mechanism, the IMS client or the IMS core, as explained in the following sections. 
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3.1.2.1.  Caller location retrieval at the client side 

 

At the client side a new module responsible for retrieving, encoding and decoding the 
location information was implemented. The name of the module is Location Retrieval 

Add-on (see Figure 5). This module is able to acquire the data from multiple sources: 

 manual civic location, e.g. country name, city, street; 

 manual geodetic settings representing the longitude and the latitude of the point 
on Earth; 

 or a NMEA [12] interface with a Assisted-GPS Secure User Plane Location 

Agent  (A-GPS SUPL Agent) [13]. First the client connects to the A-GPS Agent 
and then waits for messages. When the A-GPS Agent retrieves the coordinates it 

then encodes the results in a NMEA message towards the client. 
 

Caller

Enhanced IMS Client

Location 

Retrieval Add-on

GUI Interface

Emergency 

Add-on

Manual Civic or 

Geodetic 

Location

A-GPS Supl 

Agent

(Geodetic 

Location)
NMEA

HELD server

HELD

A-GPS Supl 

Agent or HELD

Connection Info

 
 

Figure 5: Monster the IMS client functional blocks for retrieving the user location 

 
Additionally a HELD [14] interface could be supported or any other protocol for 

retrieving location. Another option would be also to use the extensions of DHCP [15] for 
retrieving the civic and geodetic type of location information from the network described 
in [16] and [17] respectively. For every location source a thread is allocated and a 

LocationService is monitoring their state: active (first information retrieved and no 
connectivity errors) or inactive (source is/has become unavailable). Apart from 

monitoring, the LocationService is responsible for making available the most accurate 
active location source based on the priority of the location source. For example the 
manual location will have a lower priority than the one from the A-GPS Agent because if 

the A-GPS Agent is active it has a better accuracy.  
 

The graphical interface is used to get the user settings concerning the location sources. 
The user can enable or disable a certain kind of location source, thus activating or 
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inactivating a location source which will trigger the updating of the LocationService 
internal data. 

 
The format for encoding the location information is PIDF-LO, a XML based format 

described in [18] and [19]. This format can be directly used by the Emergency Add-on in 
order to add the most precise location by value in the emergency call signaling flow, e.g. 
the initial request from a SIP dialog. More information on how location information can 

be transported in SIP requests can be found at [20]. 
 

 
Assisted GPS Location Retrieval  

If a GPS receiver is available, the IMS client can use it to retrieve callerôs location and 

deliver it with the IMS call. Figure 6 shows the functional model for this mechanism. 
Each function is described as follows: 

 

 Start location retrieval from local GPS: GPS positioning gives the most accurate 

location and it should be used as long as a receiver is available to the emergency 
user caller; 

 Assist GPS satellite data acquisition:  In order to improve precision, receivers 

need to listen to as many GPS satellites as they can. This means scanning the 
whole constellation in cold start situations (i.e. the receiver has just been switched 

on). Unfortunately, this is the case for most emergency situations, and may lead to 
wasting precious time until the receiver can work out the first coordinates. That is 
the reason why the Assisted GPS mechanism came out, aiming at speeding up the 

satellite scanning process, as explained below; 

 Obtain reference location from the network: This is the first step in A-GPS, and 

consists of getting an estimated position of the caller based on the access network 
that he uses to place the IMS call (2G/3G telephony, IP data network and so on). 

The position obtained in this way may be of very low precision (e.g. province 
within a country), but it is still useful; 

 Obtain satellite data: Using the position obtained in the previous step as a 

reference, the A-GPS mechanism can get the satellites covering that region, along 
with other useful data. This allows us to concrete the satellite constellation from 

which our client must collect location data; 

 Obtain GPS location: The receiver uses the satellite data from the previous step to 

quickly scan the visible ones and work out an accurate position of the receiver. 
The information is then past to the IMS Client through the NMEA interface (see 
Figure 5); 

 Deliver location: The IMS client encodes the coordinates of the position received 
from the A-GPS Agent in a PIDF-Location Object. When an emergency call will 

be generated this information will be inserted in the signaling part of the 
emergency call (initial INVITE request) so that the network is able to route the 

call to the PSAP in charge of the area the caller is located in. 
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Figure 6:  Location Retrieving by the IMS Client from the A-GPS Agent 

 

3.1.2.2. Caller information retrieval at the network side 

When the emergency caller does not have the means to position himself, an estimated 

location can be inferred by the network. The functional model for this mechanism can be 
seen in Figure 7. Each function is described below: 
 

 Start location retrieval from the network: The IMS network processes an 
emergency call with no embedded location data. Since the network needs this 

information to route the call, it triggers the location retrieval. The component in 
charge of this operation is the Location Retrieval Function (LRF) and uses the 
LOCSIP [24] protocol to subscribe to the Global Location Enabler (GLE) for the 

location information of the current caller; 

 Select location mechanism: Since the most accurate location is the one obtained 

by GPS, the network checks if caller`s equipment is GPS-enabled. If this is not 
the case, location has to be obtained from the access network the caller is using at 

the moment. More details below; 

 Obtain location from the network: Although network-based location algorithms 

are less accurate than the GPS positioning one, they provide an estimated location 
extremely useful in emergency situations. Each access network (e.g. 2G/3G 
telephony, IP data network and so on) brings different challenges to face in the 

location arena. The most straightforward is to give the location of the access point 
as an estimate of callerôs position; 

 Obtain location from callerôs GPS: For GPS-enabled callers, a Mobile 
Terminated Location mechanism is preferred. The network sends a message to the 
user equipment (the user does not even have to be placing a call at the moment), 
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and the target equipment retrieves location from the GPS. The Assisted GPS 
mechanism mentioned in the previous section applies here as well; 

 Deliver location:  Once the IMS network knows the caller location, the network is 
able to route the call to the PSAP in charge of the area the caller is located in. 

 

2G/3G

Network

IP

Network

Start location 

retrieval from 

the network

Select location 

mechanism

Obtain location 

from the 

network

Obtain location 

from callerôs 

GPS

Deliver location

 
 

Figure 7:  Location Retrieving by the IMS Core from the GLE 

 

3.1.2.3. Caller information retrieval at the PSAP side 

A special attention at the PSAP is needed for minimizing the delay between the moment 

when the PSAP receives the emergency call and the one when the forces are dispatched 
and informed about the area of the target. For this reason displaying in a user- friendly the 
location information of the caller is necessary.  

 
The starting point was the client Map Add-on (see Figure 8) which uses the Google 

Maps API [21] to display a point on Earth from the premises of its coordinates: longitude 
and latitude.  
 

Next, the PSAP Map Add-on was developed to intercept incoming calls using a listener 
to the SessionService from the Application Components module. When an initial 

request from a SIP dialog is received the location information is extracted, if present and 
sent to the Location Retrieval Add-on in the PIDF-LO format for decoding. Decoding is 
the process where the useful information is obtained. For example from the XML 

fragment <ca:city>Berlin<ca:city> the string ñBerlinò represents the important 
information. The result is a string build by concatenating all the useful information parts. 
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Figure 8: Monster the IMS client functional blocks for retrieving and displaying the location of the received 

call 

 
Then, if the location information had a geodetic type, representing the coordinates of a 
point, the Map Add-on is instructed to display a new target on the map at those specific 

coordinates with a label containing the caller SIP URI. 
 

A different approach was taken for the case the location was originally in a civic format. 
For translating the civic address into geographical coordinates the Application Compo-

nents module was enhanced to include a Geocoding Service that can be used by the add-

ons. The implementation is basically a HTTP interface with the Geocoding Service from 
Google Maps API [22] using JavaScript Object Notation (JSON) objects [23].  Thus the 

PSAP Map Add-on can query the Geocoding Service which coordinates correspond to 
the decoded location information and then instruct the Map Add-on to display the 
resulting point in the graphical user interface.  

 

3.1.3. Emergency calls routing 

Once an originating call is recognized as being an emergency one, the P-CSCF is in 
charge of forwarding the call to the E-CSCF for further process (see Figure 9). The SIP 

URI of the E-CSCF entity is configurable through the running configuration file of the P-
CSCF. This SIP URI will be added as an entry Route header list and sent to the E-CSCF. 

 
Then the ecscf module running on the E-CSCF machine will receive the initial request of 
the emergency call. The next step is to query the Location Routing Function (LRF), 

which has an integrated Routing Determination Function (RDF) [6], for the appropriate 
PSAP URI. The interface to the LRF is SIP-based, using an OPTIONS request to 

incorporate all the necessary data.  
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The request to the LRF will contain: 
 

 the address of record (AOR) from the Contact header, if the user is not 
anonymous. Otherwise a generic SIP URI will be used: ñanonymous@domainò, 

where domain is the domain name of the IMS network, to mark that the call is 
anonymous; 

  the URN of the demanded emergency service; 

 the location information of the caller, if present in the initial request of the dialog. 

 
The lrf module  running on the LRF machine will store for every emergency call a set of 
information starting from the data received from the E-CSCF.  

 
If there is no location information provided and the call was not anonymous, the module 

will use the LOCSIP [24] interface towards the Global Location Enabler (GLE) to 
retrieve the location information. The lrf module  will use the AOR from the E-CSCF as 
the initial request remote target URI of the subscription to the GLE and this will be the 

criteria on which the GLE will search for the location information. When the subscrip-
tion is successful and the received notification has a subscription state set as active, the 

location information will be extracted from the notification and added to the initial data 
on the emergency call. 
 

If at the end of this procedure the lrf module has location information referring to the 
caller that generated the emergency call, the next step is to match the pair (location 

information, emergency service URN) to an appropriate PSAP URI. The protocol that is 
able to do this is Location-to-Service Translation Protocol (LoST) defined in [25]. The lrf 
module includes an interface to a LoST server based on the implementation found at [26].  

The lrf module will encapsulate the required information in a LoST request and will send 
it to the LoST server, using the connectivity information (IP and port) set in the running 

configuration file, in order to retrieve the appropriate PSAP URI. 
 
The LoST server is able to match the information received in the request to a PSAP 

identifier using a PostgreSQL [27] database that contains tables with sets of regions and 
URIs. In case civic location is used, the server will try to match it and the emergency 

service identifier to a database entry and if not successful, it will try to generalize the 
database query, for example by eliminating the number of the street. In case geographical 
coordinates are used the server will search for the area that includes the point with the 

received coordinates for the received emergency service URN. This operation is taking 
advantage of the PostGIS [28], the spatial database extension to PostgreSQL, which can 

handle this type of queries. The LoST protocol can also provide validation of the location 
information; for example, checking if the number of the house exists on the city plan. 
 

So, for providing support over a specific area, the only necessary operation is to insert 
further data into the databases concerning the civic addresses and geographical areas.  
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Figure 9: Functional b locks responsible for routing the emergency calls 

 
If the LRF receives a non-error response from the LoST server, the PSAP URI will be 
extracted from the reply and sent to the E-CSCF in a dedicated header with the nameò 

PSAP-URI in a 200 ok reply. On the other hand, if not location information of the calling 
user is retrieved or the LoST server was not able to find an appropriate PSAP URI, a 

default PSAP URI will be sent to the E-CSCF. This default PSAP URI has the name of 
Last Routing Option (LRO) and can be considered as representing the default emergency 
centre. The LRF may also include the location information acquired from the GLE in the 

OPTIONS reply body if the value of the ñretransmission-allowò tag is ñyesò. Another 
way would be to include only a location by reference in it (see [20] and [29]).  

 
So, when a non-error response comes from the LRF, the E-CSCF will extract the PSAP 
URI from the PSAP-URI header and: 

 

 If the PSAP URI is a TEL-URI the initial request of the SIP emergency dialog 

will be forwarded to a Breakout Gateway Control Function (BGCF)/ Media 

Gateway Control Function(MGCF) [30] (more details in subsection 3.3) that 

will be in charge of translating the traffic to and from the PSAP; 

 If the PSAP URI is a SIP URI the initial request of the SIP emergency dialog will 

be forwarded to the PSAP network. The PSAP could be connected to a plain VoIP 
infrastructure or an IMS network. The SIP based network serving the PSAP will 
take care forwarding the call to the destination. In our case we are using also an 

Open IMS Core network as the serving network and an enhanced version of 
Monster the IMS client. 
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3.1.4. Support for callback 

If the emergency call has suddenly ended and further information is needed by the PSAP, 
it is possible for the PSAP to make a call back the caller provided that the caller was 

authenticated/registered (see Figure 10). 
 

Depending on the type of the PSAP, legacy or IP-based, there are two callback scenarios: 
 

 If the PSAP is SIP-based, in our case an IMS client, it could log the calls and 

create a new call to the client that generated the emergency call based on the 
received messages as they contain all the necessary SIP information. For example 

the remote target URI of the callback can be extracted from the Contact header of 
the initial request of the emergency call, the To and From headers URI values can 
be inverted. This kind of mechanism was implemented in Monster the IMS client 

so that it can create a callback call for all the received calls. The request will be 
routed to the serving IMS network of the initial caller, which will be in charge of 

routing the call to the machine of the user; 

 In the case of a legacy PSTN-based PSAP, when generating the emergency call, 

the caller will need to use a registration to a Public User Identity with an implicit 
set including a TEL-URI. The mechanism of provisioning TEL-URIs for IMS 
emergency call back is described in [Annex G of [6]. The callerôs client or the P-

CSCF could include the associated TEL URI in the initial request. This 
information will reach the MGCF so that the PSAP can use the telephone number 

included in the TEL-URI to generate the callback towards the emergency caller. 
The callback initial request will be generated by the MGCF/BGCF using the TEL-
URI and routed to the home IMS network of the initial caller.  

 
When an initial request of a dialog reaches the initial caller home network, there is the 

following scenario for establishing the routing path:  
 

 First the I-CSCF will interrogate the Home Subscriber Server (HSS), storing data 

for all of the operator subscribers, about the S-CSCF that is responsible for the 
registration of the destination URI and forward the request to it. The user might 

be roaming and the S-CSCF would be in a different IMS network; 

 Then the S-CSCF will query the HSS about the P-CSCF that the user is attached 

to and forward the request to that P-CSCF; 

 Finally the initial request of the callback dialog will reach the initial caller and the 

signaling path will be established. 
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Figure 10: Functional blocks handling the callback from the PSAP to the initial caller 

 

3.2. Calls prioritization 

 

Prioritization of the emergency callers signaling and data message flow over usual call 
are very important. The entity that can trigger both types of prioritization is the P-CSCF, 
as it is the entry point in the IMS network, the one component that can handle both 

emergency and normal calls and is responsible for recognizing an emergency call in the 
IMS network. 

3.2.1.1. Emergency call signaling traffic prioritization 

Being the entry point in the network, for both emergency and non-emergency calls 
signaling messages, the P-CSCF has the full control to prioritize the signaling traffic of 

emergency calls over the one of non-emergency calls through internal mechanism. The 
algorithm developed for this purpose was implemented using virtual queues in the virtual 

queues module (see Figure 11).  
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Figure 11: Functional blocks for prioritization of the signaling flow of the emergency calls over non-

emergency calls 

 

The algorithm used in the virtual queue module ensures that the emergency calls will be 
prioritized over the non-emergency ones. SIP messages handling are parameterized by 

the processing duration at the P-CSCF, because we have different SIP messages that use 
different resources of the system.  
 

These durations might be fixed, this is: type of message call type A will always take tA 
mil liseconds to be served, or it can be made dependant on the statistic of the same type 

being served with the current system load. On the other hand, the queue keeps the current 
time and the time required for serving all emergency and normal calls. Once a call has 
entered the queue, it will get a schedule time or tsched when the call will be served 

according to the current queue conditions.  
This queue uses basically two types of calls, but it is easy to extend the queue to handle 

calls with different priorities. 
 
According to the normal flow in a SIP call, the proxy receiving the INVITE request will 

respond with a provisional 1xx response, usually a 100 (Trying), to prevent the caller to 
resend the SIP INVITE over the time. Upon reception of the provisional response, the 

caller will set up a timer that will trigger an error when it expires [3]. This trigger is 
called timer C and it must be set to more than three minutes. After this time, the caller 
takes the session as terminated.  

 
According to this, the Timer C represents the maximum re-scheduling time inside the 

virtual queue. In order not to have the caller dismiss the current session there are two 
main alternatives: 
 

 Use of the Retry-After header together with responses such as 480 (Temporarily 
Unavailable), 486 (Busy here) or 600 (Busy) providing the estimated number of 

seconds where it is foreseen that the call will be able to be processed by the 
queue; 

 Issuing a 182 (queued) response. This response may include the estimated number 
of seconds that will be spent in the queue. After this time, the call will be 
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processed. The server may issue more than one 182 responses to update the caller 
about the status in the queue.  

 
The difference between both approaches is that the 182 queuing will issue less traffic 

from caller to proxy, since the caller will be updated with the current status of the call 
periodically, whereas the Retry-After will issue more signaling between caller and proxy. 
If after a caller dismisses one call, and tries to re-send it later in a different session, then 

the call will have lost the priority of having already been waiting in the queue: the call 
will be treated as new, as long as there is no implementation of a mapping between past 

calls that have been queued and new calls from the same user. For example, the call- ID 
would be different.   
  

The algorithm ensures that prioritized calls will always be served than non-prioritized 
calls. On the other hand, the call re-scheduling overhead is minimized by the fact that less 

calls will need to be rescheduled. 
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Figure 12: Virtual queuing algorithm 
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The virtual queuing algorithm presented in Figure 12 can be summarized in the following 
steps: 

 
1. New non-prioritized calls will be placed at the end of the non-prioritized calls; 

2. Prioritized calls will be placed at the end of the prioritized calls; 
3. In case there are some non-prioritized calls in the queue, this means the new 

prioritized call will take the place of one or more non-prioritized calls in the queue 

and thus, the non-prioritized call will be re-scheduled and sent to the end of the non-
prioritized calls, which will increase the serving time for the re-scheduled calls; 

4. If a call is to be rescheduled for a time higher than the Session Timeout indicated by 
the Timer C (minimum three minutes), a signal will be sent to the sender of the call to 
notify this event in order to avoid the session timeout. This signal can be either an 

error response with a Retry-After or an update on the 182 (Queued), as commented 
previously.  

 
For the moment we differentiate between emergency and non-emergency call 
establishment from the processing duration point of view. In the future we plan to 

discriminate between the next types of messages and their associated processing duration: 

 requests and replies; 

 registrations and dialogs; 

 emergency and non-emergency messages; 

 incoming and outgoing messages. 
 

 
This means just that the duration calculation will be more refined for scheduling and 

statistical point of view. The signaling related to emergency services (emergency 
registrations and emergency call) will remain prioritized over the non-emergency one, as 
you can see in Figure 13. 
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Figure 13: Prioritizat ion of the emergency services signalling over the non-emergency ones 

 

3.2.1.2. Emergency call data traffic prioritization 

Once a SIP call is established, the data flow is carried end-to-end by transport protocols, 
for example RTP [31]. The network can assign a different priority to the data traffic and 
enforcing it at the IP level. For this purpose 3GPP [7] has defined one towards the Policy 

and Charging Rules Function (PCRF) [32], aside from the interfaces of the P-CSCF 
towards the I/S/E-CSCF for signaling purposes (registrations, calls, accessing services). 

The name of the interface is Rx [56] and is using the Diameter [33], a protocol based on 
Attribute Value Pairs (AVP).   
 

The PCRF enables the P-CSCF to enforce resource allocation and data flow policies at 
IP level (see Figure 14). The PCRF will receive policy rules referring to the IPs of the 

caller and the PSAP (or the BGCF/MGCF if a legacy PSAP is used). It will enforce them 
by using a Gateway GPRS Support Node (GGSN) [30], in charge of controlling the data 
flow at IP level. 

 
The implementation blocks can be seen in Figure 14. The pcscf module is used to 

recognize the emergency calls. This module also extracts the information that is needed 
to create the request to the PCRF from the SDP payload of the SIP messages and handles 
the Rx interface. The pcscf module uses the cdp module as a Diameter peer library. A 

special Diameter AVP was introduced for marking the emergency calls, named Service-
URN. This will be interpreted by the PCRF which will need to prioritize the data flow for 

both caller and callee (PSAP). 
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Figure 14: Functional blocks for prioritization of the data flow of the emergency calls over non-emergency 

calls 

 

3.3.  Interaction with legacy systems 

This section deals with the topic of legacy PSAPs. Current PSAPs are based on circuit-
switched PSTN technology and eventually will migrate to IP technology in a near future. 

In the meantime, emergency calls originating in IMS (IP by nature) need to be adapted to 
PSTN in order to reach the PSAPs. The functional model for interaction with legacy 

systems is shown in Figure 15: 
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Figure 15: IMS to PSTN translation 
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 Feed IMS call: The IMS core detects an emergency call and obtains the 

destination PSAP, typically the closest to callerôs location. If the URI of the PSAP 
is a TEL URI then the PSAP will be considered to be part of a PSTN network; 

 Translate call from IMS to PSTN: The only solution for the IMS emergency call 

to make its way to the PSTN PSAP is to be translated into a PSTN call. A special 
component will be used to perform the translation, which is two-fold (signalling 

and multimedia), as explained below; 

 Translate signaling: IMS uses SIP signaling, while PSTN uses SS7 signalling. 

Therefore, a translation means is necessary. For this purpose it is necessary the 
utilization of a Media Gateway Control Function (MGCF) in order to provide 
signalling interoperability between IP and PSTN domains ï SIP to ISUP and vice 

versa and also a Media Gateway (MGW) to provide interface for bearer traffic 
between IP and PSTN; 

 Translate multimedia: Multimedia data (voice and video) are encoded in a variety 
of ways in order to reduce the required bandwidth. But encoding formats may 

differ in IMS and PSTN, so a translation is necessary; 

 Deliver PSTN call: When both signalling and multimedia data are translated, the 

emergency call can be successfully routed to the destination PSAP across the 
PSTN infrastructure. 

3.4. Support for disabled persons 

The most relevant deficiencies of the PSAP systems today are accessibility issues 
concerning disabled people. It is nearly impossible for a hearing impaired person to place 

an emergency call and efficiently report detailed information about the occurrence. Even 
more relevant is the scenario where the victim of the incident is injured to the extent of 
having the senses partially or totally affected, making the communication with the PSAP 

difficult. The support for disabled people in the scope of PEACE is defined in the  
framework for providing: 

 Total communication including voice and video; 

 Real-time text messaging with the PSAP  ï the operator receives characters as     

these are typed by the person in distress; 

 Medical history retrieval, based on the caller identification, integrated with 

medical data sources. 
 
The operator must have at its hands the enhanced PSAP functionality in such a way that it  

harmonizes with the conventional tools and resources, while providing innovative and 
improved functionality to the emergency system.  

 
The chat can be started at any moment within a session, or without a call having been 
previously established. 
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The following diagram illustrates the interactions between the PSAP and each of its 
components with the EOCF framework:  

 
 

 
Figure 16: PSAP and EOCF interactions 

 

The communication between the PSAP medical history and real- time text services with 
the EOCF framework is made through XML based web service invocations. For each 

service a particular set of methods and exchangeable data types are defined and specified 
within WP3. Each PSAP will connect to the EOCF via web service remote method 
invocations and receive responses as simple or composite objects (in the later case 

marshaled through the underlying application protocol). 
 

For each of the services (medical history or real- time text), a connector is deployed in the 
EOCF. In each one, a web service endpoint responds to the method invocations. For each 
invocation, the EOCF decides which actions to trigger, and what external systems to 

invoke. 
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The addition of these features provide a level of interaction with disabled persons that is 
not possible by a conventional phone conversation. It enables better information to be 

obtained, and more efficiency in the conversation to be achieved. The following diagram 
illustrates the interactions that enable medical information from the calling patient to be 

obtained by the PSAP operator: 
 

Figure 17: Medical Information Retrieval 

 
The patient places the call the emergency service. The PSAP immediately recognizes the 

originating phone number, and the medical information search is triggered. A web service 
invocation is made on the EOCF platform, and this entity decides from which medical 
information data source to query for the data. As the results are received, these are routed 

to the invoker PSAP, finally being rendered on the operator screen.  
 

In order to enable real-time text conversation we specify a messaging API dedicated to 
provide the ability for the receiver to observe the text while it is being typed. The 
implementation of this API corresponds to an extension to the existing live conversation 

IMS client provided by Fraunhofer Fokus. 
 

 

3.5. Congestion control 

Signalling protocols in IMS are based on Session Initiation Protocol (SIP). Congestion 

occurs whenever SIP network nodes (proxies in SIP literature) have insufficient resources 
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to process requests or responses. The reason is that the load offered by the network has 
been on the rise until reaching the network capacity limit. This situation is far from 

exceptional when it comes to emergency calls after terrorist attacks or natural disasters. 
People panic and dial emergency numbers within the first seconds of the disaster 

aftermath. These bursts are likely to clog the network and prevent further paramount calls 
to succeed, for instance first responders coordination from the authorities. In a nutshell, 
congestion control is not a minor issue when designing networks supporting emergency 

services. 

3.5.1. Basic congestion control 

RFC 3261[3] is the main reference for SIP. That document describes a basic mechanism 

for congestion control based on de 503 (Service unavailable) response message. The 
functional model for this kind of congestion control is described in Figure 18 and consists 
of the following functions: 

 

 Send request:  

Node A sends a request to node B. 

 Reject request with 503 + Retry after: 

Node B (congested) rejects the request with a 503 response+Retry after T seconds 
to node A. 

 Move load to another node: 

Node A sends the request (present and following requests) to an alternative node 
C for T sec, in the hope that node C has sufficient resources to process them. 

 Resume sending requests:  
After the T-second period has expired, node A resumes sending requests to node 

B, which should not be congested any more. 
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Figure 18: 503 +Retry after congestion control 

 

The aim is to provide a mechanism to move the load of the congested node to another 
node able to process the request. The Retry-After header field is meant to allow a node to 
tell an upstream element (i.e. an element the node receives requests from) to keep from 

sending it requests for a period of time, so that the overloaded node can process its 
pending work. 

 
However, this mechanism is prone to well known problems (see [55]), such as load 
amplification and the Off/On traffic oscillation. For the sake of clarity, Figure 19 is 

reproduced here from[54]. It shows the throughput obtained by simulation using the 
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Retry-After mechanism with a value of 10 seconds. Even with a small increase in the 
offered load, the throughput collapses and falls to very low levels. 

 

 
 

Figure 19: Throughput vs load in basic congestion control 

 
Searching for another congestion control mechanisms, two main approaches can be 

followed to tackle this issue, which are dealt with in the following sections. 

3.5.2. Local congestion control 

In this mechanism, a SIP server that is getting close to its capacity limit, starts to reject 

SIP requests locally with 503 responses without Retry-After. The aim is to avoid that 
upstream servers retransmit copies of messages that have been dropped and thereby 
amplify the offered load. Instead of dropping these messages, local congestion control 

suppresses retransmissions by rejecting them. By rejecting each request individually, a 
server can freely choose the fraction of requests to be rejected. This enables a smooth 

control of the load to be processed. Local congestion control does not require cooperation 
between servers. Congested servers take care of the situation on a one-by-one basis. 
 

The functional model is shown in Figure 20, and the functions are described as follows: 
 

 Send request:  
Node A sends a request to node B. 

 Reject request with  503 + without Retry after: 
Node B (congested) sends a 503 response without Retry after to node A. It does it 
for a portion of requests it considers sufficient to lower its load. 

 Move load to another node: 
Node A sends the request to an alternative resourceful node C, 

 Resume sending requests:  
Node A resumes sending requests to node B, hoping it has free resources to 

process them. 
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Figure 20: Local congestion control 

 

3.5.3. Distributed congestion control 

This method allows an overloaded server to offload the task of rejecting requests to other 
servers. In this approach, SIP servers are enabled to provide congestion control feedback 
to servers that are further upstream in a SIP server network. This feedback can be used by 

the upstream servers to reduce load to an amount that does not cause downstream servers 
to be overloaded. Congestion control feedback can, for example, be conveyed in a SIP 

response header. The congestion control feedback loop can be applied to the path of a SIP 
request hop-by-hop, i.e., individually between each pair of neighboring SIP servers, or 
end-to-end as a single control loop that stretches across the entire path of the SIP request. 

 
Figure 21 shows the functional model for hop-by-hop distributed congestion control, with 

the following functions: 
 

 Send request:  

Node A sends a request to node B. 

 Send congestion feedback to previous node: 

Node B (congested) sends feedback info to node A for reducing load in the future. 

 Move load to another node: 

Node A sends request to an alternative resourceful node C. 

 Reduce load: 

Node A reduces load on node B when processing future requests. 
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Figure 21: Distributed congestion control (hop by hop) 

 
Figure 22 shows the functional model for end-to-end distributed congestion control, with 

the following functions: 
 

 Send request:  
Node A sends a request to node B. 
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 Send congestion feedback to previous node: 

Node B (congested) sends feedback info to node A for reducing load in the future. 

 Move load to another node and send congestion feedback across the entire path: 
Node A sends the request to alternative node C and feedback info to the previous 

node D. In turn, node D sends feedback info to its previous node and so on across 
the entire path of the request. 

 Reduce load: 
Node A reduces load on node B when processing future requests, and the same 

across the entire path. This way, each node reduces load on next node when 
processing future requests and the overall load is reduced. 
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Figure 22: Distributed congestion control (end to end) 

 

According to the results shown in [54], it can be seen in Figure 23 that the hop-by-hop 
mechanism remarkably outperforms local congestion control. However, it still shows 
some drop of throughput as load increases. On the other hand, the end-to-end mechanism 

performs better at the cost of greater complexity. 
 

 
 

Figure 23: Throughput vs load in local & distributed congestion control 
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Out of these results, it can be drawn the conclusion that a standardized extension of the 
SIP protocol for congestion control is yet to come. As explained in the previous sections, 

the basic congestion-control solution which is extant in SIP is not able to maintain 
throughput to an acceptable level. New solutions are likely to offer distributed control 

among the SIP nodes that build up the IMS network. Such methods exhibit the best 
performance for increasing network loads, like it is expected to happen in emergency-call 
scenarios. 

 

3.6. Failover management 

 

3.6.1. Failover management for the daily emergency services 

The IMS architecture has a natural, by design, scheme for protections against failures. 
However, the actual mechanics are not specified or standardized as this is often a topic 

open for any equipment manufacturer and as such different practical solutions are applied 
in order to achieve the carrier grade reliability required for real- life exploitation. 

 
The telecommunication industry has very high demands on reliability of the 
communication networks, with the mythical ñfive-ninesò (99.999%) availability typically 

demanded. This translates, in practical terms, into a very high demand for a very good 
management of failures. 

 
As previously discussed in deliverable 2.2 ï chapter 1.1.10, the failover mechanism are 
splitting the data space into several layers: 

 IP security layer; 

 SIP transaction layer; 

 SIP dialog layer; 

 SIP registrar layer. 

 
And then the failover mechanisms are comprising the following operations: 

 State mirroring; 

 Detection of failure; 

 Take-over mechanisms; 
 

3.6.1.1. IP Security Layer 

At the IP security layer, different security associations are set-up between different nodes 

of the NGN architectures. The most notable ones are the ones established on the Gm 
interface (between the UEs and the P-CSCF) and the ones between different domains. As 
the latter ones are mainly handled through typical and already established IP layer 

security which are already established and into exploitation today, we will mainly 
concentrate on the former ones. 
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Every UE, upon attachment, establishes a set of individual security associations with the 
outbound P-CSCF discovered during the initial registration. Currently there are 2 options 

available, both being negotiated over the mechanism specified in RFC3329: 

 IPsec; 

 TLS. 
 

 

 
 

Figure 24: The IPsec Security Associations in IMS 

 

For IPsec, 3GPP specifications indicate that 4 associations are to be established. These 
are individual to each client and as such, on a failure of the P-CSCF node, they would 
have to be re-established individually before normal communication would resume. For 

this purpose, the Cypher and Integrity Keys (CK, IK) will be saved in the P-CSCF 
registrar (we will present later the state mirroring mechanism for the registrars) and on 

the fail-over operations, the replacement node can re-establish the Security Associations, 
given that the IP address would also be inherited.  As currently the P-CSCF implemented 
in the Open IMS Core does only a loose management of these Security Associations, 

additional mechanisms to monitor and restore them will be developed. 
 

 
 

Figure 25: The TLS Security Association in IMS 

 
For TLS, recovering the TCP connections protected with SSL are not practically feasible 

and cannot be addressed in our scopes, due to inherent project limitations. However, 
unlike with IPsec, the interruption of such a Security Association can be detected earlier 

on the UE side and the recovery mechanism will be to re-attempt the establishment of the 
connection from the UE side. This would require a full re-authentication. 
 

A reversed connection attempt, from the P-CSCF to the UE will be investigated, yet such 
a mechanism is not feasible in most cases as the UE might not always be reachable due to 

NAT. 
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3.6.1.2. SIP Transaction Layer 

At the SIP transaction layer, the state of the ongoing SIP transaction could potentially be 

replicated between different nodes. This topic has been approached in the past by our 
teams, yet the ratio of added value versus development costs is very low, while also 

incurring a high performance loss. The very low benefits are mostly due to the fact that 
the SIP transactions have a relatively low lifespan, with typical values under 1 second 
and maximum values of 30 to 60 seconds. Additionally, the SIP retransmission 

mechanisms for UDP, which have been added in order to compensate for packet- loss, are 
very good at overcoming failures, as the new node will just pick-up on these 

retransmissions and create a new transaction which will allow the signaling to proceed. 
 
For this reason, developments at this layer will be halted and instead only a theoretical 

study will be performed, which will evaluate the signaling failure when using UDP or 
TCP and their dependence on the duration of the failover mechanisms. 

 

3.6.1.3. SIP Dialog Layer 

For the SIP dialog data layer, the P-CSCF and S-CSCF nodes are storing critical dialog 

information, which is used to police or release those dialogs. In case of a failure, losing 
all this information would mean that the P-CSCF would reject all related in-call or in-

subscription signaling, which would practically mean that all ongoing calls and 
subscriptions would be left in a hanged state, which will only be removed on the end 
sides after the respective dialogôs expiration or, separately on each side, on detection of 

the error from the core components. 
 

However, this dialog information, unlike the transaction information, is much easier to 
marshal and store on a secure external storage, while also not incurring critical 
performance losses. The Open IMS Core provides a basic set of operations referred as 

ñpersistencyò, which allow the serialization and de-serialization of information. With this 
mechanism, the state is practically pushed from the active node towards a stand-by node. 

 

3.6.1.4. The SIP Registrars Layer 

Very similar to the dialog layer, the P-CSCF and S-CSCF nodes are also able to dump 

and recover their state of the registrars. In case of a failure, loosing this information 
would result in hanged calls and subscriptions and refused signaling and isolation of 

affected subscribers, as those subscribers would be virtually considered not registered and 
would not be serviced anymore. As the registration intervals are very large (in some cases 
exceeding 1 week) and the mechanisms for relaying the failures to the clients are actually 

collocated in the P and S-CSCFs, a good failure protection here is mandatory. 
 

Through the same aforementioned persistency mechanism, the P and S-CSCFs are able to 
push their entire registrar contents from the active to the stand-by node, such that 
signaling could be resumed seamlessly after a take-over. 
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Additionally, the S-CSCF also stores the already retrieved from the HSS authentication 
vectors and these are also mirrored. This data is however not so much critical as the 

actual registrar, as normal mechanisms would ensure recovery. 
 

3.6.1.5. State mirroring 

Starting from the lower layers and going up, the following data structures are currently 
handled, for each a standard encoding/decoding scheme being implemented: 

 

 char; 

 short; 

 int; 

 time; 

 str (arbitrary data string, containing a length and the actual data); 

 p_dialog (P-CSCF dialog storage); 

 s_dialog (S-CSCF dialog storage); 

 r_contact (P-CSCF registrar cell); 

 r_subscription (P-CSCF registrar subscription the the S-CSCF registrar); 

 ims_subscription (S-CSCF storred Service Profile for a subscriber); 

 r_public (S-CSCF registrar cell); 

 auth_userdata  (S-CSCF authentication vectors). 

 
The mechanism currently supports two types of storage, each having its own advantages 

and disadvantages, 
 

 Files: 

o The data is dumped directly into files; 
o The file system should be provided by another reliable external storage or 

alternatively hosted directly by the hot-stand-by node; 
o It has very fast dump and recovery times; 
o Incremental dumping (triggered by change) are not feasible, such that the 

mirroring of the state is mainly done at fixed intervals, losing the changes 
between the failure point and the last dump moment. 

 Databases: 
o The data is dumped into tables; 

o The DBMS should be provided by another reliable DBMS or alternatively 
hosted directly by the hot-stand-by node; 

o It has slow dump times and slow recovery times; 

o Incremental dumping feasible (triggered by change) Ą state changes can 
be committed immediately, with potentially null data loss. 
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Figure 26: Data flows for the persistency data between the active and the stand-by nodes 

 
While dumping, the important requirement was that this operation would be done quickly 
and would not cause a huge performance penalty. The current implementation takes 

advantage of the segmentation of the data structures into hash-tables, such that the state 
pushing mechanism would incrementally lock only small sub-parts of the data, all while 

parallel processing can continue uninterrupted on the rest of the data. 
 
The recovery of the state is currently done by loading at startup the latest stated and then 

applying the incremental changes (in case of database storage only). Although the current 
storage technologies offer very high speeds which make this operation take only a few 

seconds, to further improve this mechanism and to provide a faster take-over time, more 
advanced mechanisms will be implemented next, which will enable the stand-by node to 
pro-actively update its state, further reducing the take-over duration in case of fail-overs. 

 


