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1. Introduction

Since no solid architecture installation currently exists, many tests are required in
order to check the effectiveness of the varioumlules produced withirhe PEACE

project. The main goal of this deliverable is to providesufficient overview to all
readers regarding the potential solution testbeds, which are currently under
development and the scientific background of each one. To achieve this, some trial
scenarios and demonstrator definitions need to be established, in order for the
cooperation between partners to become as-&rierant as possible. Demonstrators

are described and the much needed trial scenarios are mentioned, all parts of a broader
picture of testing and debugging that will lead to a better final product.

Therest of the document is organized as follows:

e Section One (Introduction) describes the purpose of this document as well as
its parts and content.

e Section Two (PEACE Goals) contsi a lineup of the current definition and
specification of trial and demonstration activities of the project. The testing of
several different technologies is described in addition to atejh analysis
of t he pr o) €onpanents iika thRisk lanagensent Center and
the integration between IMS clients and other parts of the proposed
architecture is of fundamental importance for the whole process.

e Section Three (PEACE Daily Emergency) aims to reveal all parts of daily
emergency routing mades i ng | MS platform and this
user position detection based on appropriate entities. All emergency services
used from every authority are shown, as well as the full description of the
exact process in each scenario. Every component fasethe trial is also
presented, for the whole testing to be crystafr and transparenthe EOCF
main platform is also presented.

e Section Four (PEACE Extreme Emergency) takego consideration
demonstration aspects regarding network deploymergxireme cases of
emergencyOnce again, the full framework of the testing is preseridw
role of EOCF platform in the wireless sensor network, routing, secure P2PSIP
overlays, group key agreemeaind load balancingare the main issues
addressed The usageof the developed solutions irhree different trial
scenariosis presented: a) Fire in campus, b) Terrorist attack and c) Fire in
Office center

e Section Five (Conclusions) presents the overall conclusiensed fromthe
previous Sections.

Version Date18/12/2009 Paged/41
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2. PEACE Goals

The purpose of this document is to provide an overview of the current defiarnan
specification of trials and demonstration activities within the PEACE project. The aim
is to define the demonstrations and trial scenarios that will be integratedstedin

close cooperation between all the partners.

The Peace trials will involve testing several technologies and solutions:

e Ad-hoc networking dér secure multimedia communication in extreme
emergency situations;

e Location management and identificateaiutions;

e Supporting emergency services over an-IRll infrastructure (IMS
infrastructure);

e Wireless sensor networking deployment as a backup system in tmecAd
network;

The Peace goals main point that will be desatibn this document are disceds
below:

e Risk Management CentéerEfficient coordination is still a challenge in today's
societies, in what concerns the handling of extreme emergeiicissvery
important to define an appropriate crisis handling model. A new risk
management framework iglefined in PEACE, aiming ataddressing
coordination issues at the extreme emergency level, and efficiency,
accessibility and location awareneas the daily emergency level. The
framework will allow coordination between all the resources (police,
authorites, hospital, firdorigade, etc.) involved. With a good coordination the
situation tend to be resolved faster and smoothly. This framework was
developed to easilyntegrate with different telecommunication networks in
order to support more types of sitwats. All the communications are secure
and reliable in botHdirections

e Integration between IMS clientsnd Control Management SysteriVith the
increased reliance of our modern societies on communication infrastructures
and the migration towards dP rext generation networks, research and
development activities must aim at providing stable and reliable
communication infrastructures even under extreme situations as well as
integrating and migrating the current emergency service infrastructure. This
includes not only replicating current emergency services in an IMS aiid all
environment but also enabling new forms of highality and secure
communication infrastructures for emergency workers. In Peace scenarios all
emergency workers will have an IMS cliemsing the available services. The
communications can be made clietient or with the IMS core. Several types
of media are availde in the IMS, such as video,o\P and text (Being
possible to encapsulate data acquired by a wireless sensor network)

e Integration between the IMS client and the web in the PEAPe operator's
in the PSAP will have active tools that allow them to access all possible
information about the callers. The IMS Client will provide features like

Version Date18/12/2009 Page9/41
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location awareness (pinpoint thegitton in a mapautomatically, start a web
application ( allow checking medical history retrieval, Event classification
(what, where, when, priority) and callback functionglity

e Wireless Mesh Networks The Peace nodes can interact with each other and
exchange information. Several types of nodes exist, stationary and mobile
nodes (normally, the first rescuers). All nodes are able to serve as packet
relays and form multhop routes. In this way the network can act as a multi
hop network

e Location Aware Sericesi The IMS has been extended with mechanisms for
location retrieval. This improvement will help the resources involved to
determine the location of incidents more quickly and smoothly. For extreme
emergency situations, another type of service lonatoavailable.Through
the wireless sensor network using the RSSI signal strength of several nodes in
range of at least one local control center (Risknagemententer) we can
trilaterate and estimate where the mobile nodes are (first rescuers). This
information is also available in the main controller management center, which
receives the data in real time

e Routingi Wireless ad hoc networks may be deployed in places where no
infrastructure exist but communication is needed in order to transport
information from one place to another. To transport this information several
routing protocols that deal with mobile nodes, congestion controitineal
communication, failure control have been implemented.

3. PEACE Daily Emergency

3.1. Demonstrator Description

The man objective of the demonstratar the daily emergency casetsroute IMS
emergency calls depending on the location of the caherthe requested emergency
service To do this,the callmaking IMS client has to be located, and the call routed
throughthe IMS network to the appropriate PSAP. For each PSAP, a geographical
region is defined so that all emergency calls originated within that region end up
reaching the PSAP.
The emergency services that can be used are calls to the following authorities:

e Poice Department

e Ambulance

e Fire Brigade

There are two option®r retrieving the location information for the emergency,call
in accordance to the entity that triggers the location mechanism:
e Location initiated by the IMS Clientnfanually inserted by theiser or
retrieved from a GPS deviclar GPSenabled terminals)
e Location initiated by the IMS Core (no matter the terminal)
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In case that neither the IMS client has included the location information in the
emergency call signaling nor the IMS core wapable to retrieve it, the call will be
routed to the Last Routing Option (LRQL3].

The EOCF element is present in the Daily Emergency context, as the bridging layer
that allows the different systems (PSAP, WSN, MulticastiediAudio, etc) to
interface each other, and obtain the necessary information. For example to obtain
medical history, the PSAP must inquire the EOCF for the medical data of a given
patient. On the other hand the EOCF is responsible for selecting the apieraata
source which provides the requested medical information.

The Daily Emergency demonstration will focus on showing how the EOCF will
operate and provide important tools to help relief agents with their daily rescue
activities.

The WSN will be denonstrated as an important information source in the deployment
scenario where risk patients are equipped with an appropriate mobile node that
monitors vital data. Location data provided by the sensor network will help relief
agents to determine the exgoisition of the patient, and live biometric data will allow

the responders to assess the priority level to consider.

The PSAP as a frontend to emergency requests of different types, is a fundamental
element in the overall architecture, both in the Daig &xtreme Emergency cases.
For the Daily Emergency case, the main concerns are centered in:

Quality of communication with the patient/caller;

Efficiency of communicatioii short, objective, nolambiguous;

Intelligent allocation of first responders;

Ability to interface with disabled people (e.g.: by means of realtime text);
Availability of medical information, in order to ensure proper handling of the
patient by first responders (e.g.: good choice of blood tgo&nowledge
allergies, current medicatioetc);

e Auvailability of location information enabling the patient to be quickly and
efficiently located, regardless of the way the call have been established;

These concerns are addressed by the different PSAP components. These are explained
with greater dtail in the components section that follows.

3.2. Components

3.2.1. PSAP Components

The PSAP decomposed in its functional units, corresponds to several applications that
together address the previously enumerated concerns.
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-
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Figure 1: The components of the PSAP and their interactions w the EOCF
Main Platform

The location of the customer isqvided through systems provided by the telco, that
enable this information to be obtained. The PSAP is agnostic to the underlying
process by which the location data is obtained (GPS, GSM/UMTS network, fixed
network subscriber address, etc). Whenever alvi| the PSAP location service
provides the location from the user, once the call is established.

Call sessions are enabled through the IMS client. This allows inbound an outbound
calls to be established, which may include a simultaneous video stream.

The realtime text component enables the dialog between the PSAP operator and the
patient/caller whenever any other form of communication may not be feasible (e.qg.:
audio/video/both).

The medical history interface is in sync with the IMS client, enabliredical
information to be obtained as soon as a call is established. The proposed medical data
is relative to the caller. The PSAP operator may however decide that the patient does
not correspond to the person indicated, having the possibility of perfoemmagnual
search, based on the personal data of the patient.

3.2.2. Emergency Caller Components

For the trials, an emergency caller is composed of three elements:
e Useri personwho dials the emergency rall
o IMS Clienti software that performs the necessary sligitato establish a call
over IMS (preferably installed on laptopshplementation based pn
e A-GPS terminai device enabled with a GPS receiver and supporting Assisted
GPS (embedded in a smart phone); the terminal is connected to the IMS client
via WiFi.
Version Date18/12/2009 Pagel2/41
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The IMS core registers IMS clients and routes calls to destination RS&él$4]).

In the scope of the trials, a PSAP is composed of an extended IMS client, able to show

a map with the call er bte eimergeacy cath A legaeyc ei ved
PSAP is connected to a PSTN network as a regular phone. To deliver emergency calls

to legacy PSAPs, a SIP/PSTN gateway is used, which translates both signalling and
multimedia data from the IMS network to the PSTN.

Apart from these components, each emergec&ly routing option involves an
additional set of components, as explained below. More information about component
architecture can be found [i2].

3.2.3. Generating emergency calls

All the calls that the IMS client generates will be checked if they are destined to
emergency services or not by analysing the remote UR[15¢e

The user will be able to launch emergency calls using:

e Thedialing interface to generate regular audio calls using emergency numbers,
112 for Ambulance and 911 for Police DepartmentFSgare2

011

call

Figure 2: Dialing interface

e The dedicated buths for making audio or audio and video calls to the
following authorities: Police, Ambulance and Fire Brigade,FSgare3

= Make video call

Figure 3: Emergency services dedicated buttons

When the IMS Gént makes an emergency call the location information is included in
the emergency call signalling (initial INVITE request) if available and the IMS Core
routes that call to the PSAP suitable for that location. More details about location
retrieving in thenext section.

3.2.4. Location initiated by the IMS client

The IMS client can retrieve the location information to be used for emergency calls
from the manually location (both geodetic and civic) inserted by the user as well as a
Location Agent.
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When more thanme location methods are enabled and available the most accurate
information will be used. For the moment the accuracy is statically assigned and is
used to prioritize the location sources. This means that:

e The location from the Location Agent is consideradre accurate than the
manually inserted location, because the precision is very high (couple of
meters) and updated

e The geodetic coordinates are prioritized over the civic address. The
explanation is that in the same city there could be the case thattiman one
street have the same name, so if the user knows its geographical coordinates,
they are considered more accurate.

Location manually inserted by the user

The user is able to set its location by editing his profile at the Location section.

For avic location the fields: Country, State, City, Street, Number, Post Code are
available.

For geodetic location the fields Longitude and Latitude can be used.

When the user changes its profile settings the location information will be updated.

The IMS Client can retrieveits location from the Location Agent over the NMEA
0183 protocolseeFigure4) after enabling the Supl-&PS location method and set
the IP and port of the Location Agent in the profile settidgsturn, te Locdion
Agent locates itselfisingeither stanealone GPS or Assisted GPS-(PS), the latter
over OMA Secure User Plane Protocol (SUBéeFigureb).

-

Legacy PSAP

PSAP

o
@ NMEA 0183
oo

IMS Client Location Agent
(A-GPS terminal)

Figure 4: Location initiated by the IMS client
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The nain idea behind AGPS (Figure 5) is to provide assistance data to the GPS
receiver through a wireless network. With this data, mobile devices equippeA-with
GPS can compute positions more quickly and #GHScovered environments (e.g.
streets with surrounding high buildings). To learn more abeGPS, sel].

GPS Satellites

Mobile

IP over .,‘ World Wide
GPRS/3G Internet w Reference
« «— Network
\ (WWRN)
SUPL Enabled
Terminal (SET) AGPS S
with A-GPS & - erver
SUPL Agent (SUPL Location Global Refe_rence
Platform) GPS Receiver

Figure 5: A-GPS over SUPL

3.2.5. Location initiated by the IMS core

When the IMS Clienis not able to determine its location, it makes emergency calls

without location data. In order to route the call, the IMS Core (more precisely, the

LRF node) gets the missing location from the Global Location Enabler (GLE) over

the LOCSIP protocol (seEigure 6). To achieve this, the GLE uses details of the

access network the IMS Client is currently using (assigned IP address), and queries

the appropriate location dat abvwwLereis Wit h cl
able to route the call to the PSAP within whose region the client lies. Details about

LOCSIP and GLE are explained|i.
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h
338
=<J

Location Mobile

database | location server
SUBSCRIBE
» Location process
(depending on access network)
200 ACK
NOTIFY
200 ACK

Figure 6: Location initiated by the IMS core

3.2.6. Components of the EOCF Framework

The components for the EOCF framework are illustrated in the diagram that follows.
The components that are involved in the Daily Emergency context are shown in pink

(seeFigure?).

E
Y a—
Health System
Coordinators
- _i /,ﬁ
y [ — Location IMS Client
t \
EOCF Main Platform -l
Realtime Text Medical History
PSAP

EOCF Backend @

Relief Agent

Actors

Multicast Audio/Video Networ)

External Systems

D - Used in Daily Emergency Context
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Figure 7: Active components during daily emergencies

The coordhator entities have limited involvement with daily emergency activities.
However these may subscribe feeds of information deriving from daily emergency
responses. The PSAP is subdivided in four distinct components:

e Location service, which is the meansabtaining location information;

e The IMS client which comprises the call answering functionality;

e The Realtime Text component, enabling text communication to be displayed

to the callee character by character;
e The Medical History component, which definese tluser interface for

searching and querying the medical record of a given patient.

3.3. Trial Scenarios

All scenarios take place in the demo buildikgr demonstrating that both civic and
geodetic location information independent of the entity that retrigved
e In case civic location is used: several countries and cities with associated

PSAPs will be considered (s&ablel)

Country City Service PSAP Name
Germany Berlin Police Berlin Police
Germany Berlin Ambulance | Berlin Ambulane
Spain Madrid Police Madrid Police

Table 1: Sample of mapping civic location and type of service to PSAPs

e In case geodetic location is used: the building area is divided in several
regions, each of them belonging to a differPRAP (seeTable2 and Figure

12).

Point Coordinates Sampl{

Area Name Latitude Longitude Service PSAP Name
Area 1 52.526189 13.314228 Police Area 1 Police
Area 2 52.526527 13.314138 | Ambulance | Area 2Ambulance
Area 3 52.526885 13.314009 Police Area 3 Police

Table 2: Sample of mapping geodetic location and type of service to PSAPs

The components of an emergency caller are shoWwigimre8.

(( )

Vi
& &

IMS client A-GPS terminal
Figure 8: Emergency caller components
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3.3.1. Manual location

Using civic location information
The user is supposed to be located in the country and city that it has set in its profile.
Using the mapping server, the call will beuted by the IMS Core to the PSAP
responsible for that area
e Caller with the location set to country A and city Al will generate and
emergency call. The IMS Core routes the call to the PSAP Al, which is the
PSAP associated to the city Al
e Caller with the location set to country B and city B1 will generate an
emergency call. The IMS Core routes the call to the PSAP B1, which is the
associated PSAP for the city B1.
For example, using the country Germany, city Berlin and service Police, the call will
be estalished as irFigure9

LRF LoST server

7\ Y INVITE sip:police_berlin@dornain | _i =
1/S-CSCF

(\\, Alice

VM spraico@opsnimatost  LNVITE sip1@domain ~ 1 . s PallceBerin
\ =Y |N ITE i ) spulve i @upz Himelest
. edit proile INVITE urn: sexyice: sos.police = > . iy
» O onlnc = sip:police_berliri@domain Aoy EdEprofid
G v
/ \ § CSC . \
[ scorenceerss odc, oy
Map Dakelite  hbe 2 ni ccnm-Out
= SOS Call . :
< S, . -
= pLL arntata /2 J‘D “;'\"‘m < [ez
Locston .3 & 45«,% §'."
& & > S
o & &
call L;,‘-_( b g#:é\
- s:::icc@mfmﬁns,:cstﬁem LCerin Derin
a5
&
‘3\ = rAlezancerpialz
el o

Figure 9: Calling the Police Department with the location set to Germany, Berlin

Using geodetic location information
The different options that we have in thisuaiion are(seeFigurel2):

e Caller in position Penters his location (xy1) manually in the IMS client,
makes an emergency call and the IMS core routes the call to PSAP 1,
which is associated to a region in which the coordsdte, yi) are
located,;

o Caller in position Penters his location ¢xy,) manually in the IMS client,
makes an emergency call and the IMS core routes the call to PSAP 2,
which is associated to a region in which the coordinates ¥§ are
located.

For example, using coordinates in Area 1, the call will be establishedragure10
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Figure 10: Calling Palice using coordinates from Area 1

3.3.2. Location initiated by the IMS client

In this case, the different optiotizat we have, are the followirfgeeFigurel2):

o Caller within GPS coverage makes an emergency call rom positjdheP
GPS gets the location(xy;), and the IMS core routes the call to PSAP 1,
associated to the region in which the locatio) ¥¥ is included;

o Caller within GPS average makes an emergency call from positigrite
GPS gets the locationfxy.), and the IMS core routes the call to PSAP 2,
located in the region in which the location,(y) is included;

e Caller within GPS coverage switches on the GPS receivergsnak
emergency call and it takes the GPS T1 seconds to calculate its location.
The caller switches off the GPS, configures the Assi&P& feature and
switches it on again. The caller makes a new emergency call, and it takes
the GPS T2 seconds to caldelaits location. It should happen that
T2<0.66*T1 (33% improvement) to show the time savings that Assisted
GPS brings over staralone GPS.

3.3.3. Location initiated by the IMS core

In case that the location was initiated by the IMS core, we have the followtiogs
(seeFigurel?):

e Caller without GPS or out of GPS coverage makes an emergency call from
position R (IP; address assigned and known by the GLE), the IMS core
gets his estimated locatioKy, Y1) through the GLE and routeket call to
PSAP 1, which is located in the region included in that location;

e Caller without GPS or out of GPS coverage makes an emergency call from
position B (IP, address assigned and known by the GLE), the IMS core
gets his estimated locatioK4, Y2) through the GLE and routes the call to
PSAP 2, which is located in the region included in that location.
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