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Abstract

The transition to next generation networks is oftempled with the vision of innovative services \pding
personalized and customisable services over atPailfrastructure. To enable a smooth transitioaxtn
generation all-IP networks need not only supportengervices but also support emergency servicethen
PEACE project we will provide a general emergen@anagement framework addressing extreme emergency
situations such as terrorist attacks and natutalst@phes as well as day-to-day emergency casesl! lwan ad-

hoc networking and the IP Multimedia Subsystem (JM®&spectfully. In order to enable multimedia
communication for emergency situations, an architecwill be architected for supporting the distibn of
currently centralised services such as VolP andentianslation and supporting those services iriabte and
secure manner withstanding any failures and chaoigié®e network.
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1. Introduction

The transition to next generation networks is oftemipled with the vision of innovative
services providing personalized and customisabteices over an all-IP infrastructure. To
enable a smooth transition, next generation alkéfworks need not only support more
services but also support current vital servicesnely emergency services. In the PEACE
project we will provide a general emergency manageniramework addressing extreme
emergency situations such as terrorist attacksnamwatral catastrophes as well as day-to-day
emergency cases based on the IP Multimedia Sulnsy8MS). To achieve this goal the
PEACE project will be addressing two major techgatal challenges. First a general
solution for secure multimedia communication inrexte emergency situations will be
provided. Such emergency services in cases of alaflisasters or catastrophes will often
involve the establishment of an ad-hoc networkingienment. In this context, the PEACE
project will be devising mechanisms for fast amghtiveight establishment of trust relations
between ad-hoc members of an emergency team andrirensthe security of their
communication. Further, to enable multimedia comication in such environments the



architecture will be provided for supporting thetdbution of currently centralised services
such as VolP and name translation and supportiogetiservices in a reliable manner
withstanding any failures and changes of the nékwor

Additionally, the PEACE project will investigatedtprovisioning of day-to-day emergency
communication. Due to the different structure ofal®d PSTN networks it is not possible to
simply reuse current standards and solutions fisiag such communication in IP networks.
This involves location management and identifiaatsolutions as well as providing reliable
VoIP service infrastructure. To be able to suppemergency services over an all-IP
infrastructure further work is required in the aoédnighly reliable IP.

The aim of this paper is to provide an overviewtted (EU partly funded) PEACE project
which will architect a new way for communicating @mergency situations by utilising the
All-IP infrastructures. This paper is structuredfalbows; section Il provides a preliminary
definition of the PEACE framework and componenhéecture; section Il describes a set of
emergency scenarios and their testing and demdinsa followed by a conclusion in

section IV.

2. PEACE Framework

In the PEACE project we provide a general emerganapagement framework addressing
extreme emergency situations such as natural ogpasts and terrorist attacks and as well as
day-to-day emergency cases based on emerging efandaerefore the work of the PEACE
project benefits from provisioning of emergency vesrs using IMS (IP Multimedia
Subsystem) [1] and P2P (peer-to-peer) VolP/Videon@anications using wireless ad-hoc
networks. To achieve these goals, the PEACE anthite addresses two major technological
challenges. Firstly a general solution for secureltimedia communication in extreme
emergency situations will be architected for All{Networks. Secondly, in case of extreme
emergency situations (e.g. flooding, earthquakagst fires) where part of the network may
collapse, an ad-hoc network will be used to provagplications and services (e.g. P2P
VolP/Video Communications) among the rescue workers

Discussions about emergency services usually diviertg discussions about most prominent
catastrophes and terrorist attacks, as illustratdeéigure 1. Such events tend to create havoc
and panic over the general public. For this rea#ois, important to define an appropriate
crisis handling management scheme. This strateliycoordinate all the available resources
in terms of public services (i.e. police, authesti hospital, fire-brigade) so as this crisis is
resolved smoothly. While these extreme events puegresent some of the most demanding
scenarios for emergency services, in order tolfthie requirements of modern societies,
research and development in the area of emergameicss need to address a much broader
scope.

With the increased reliance of our modern socigiresommunication infrastructures and the
migration towards IMS and all-IP next generationtwweks, research and development
activities must aim at providing secure and reBatymmunication infrastructures even under
extreme situations as well as integrating and mimggathe current emergency service
infrastructure. This includes not only replicatiogrrent emergency services in an IMS and
all-IP environment but also enabling new forms @hhquality and secure communication
infrastructure for emergency workers. First a gahesolution for secure IMS



communication in extreme emergency situationsvill be designed. Further, to enable IMS
communication in such environments, a frameworkl Wwé provided for supporting the
distribution of currently centralised services sashVolP and name translation and support
those services in a reliable manner withstanding failures and changes of the network.
Secondly, the PEACE project investigates tmvisioning of day-to-day emergency
communication such as call to the fire-department in next getrmrall-1IP networks. Due to
the different structure of IP and PSTN networkssiinot possible to simply reuse current
standards and solutions for realising such comnatimic over IP networks.
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Additionally, the PEACE framework integratastonomic networking infrastructure with
existing telecommunication networks in a secure antkliable manner, in case of network
collapse under extreme emergency situations (arthquake, massive fire, flooding etc). The
PEACE nodes will form awireless mesh network[2], i.e., stationary nodes will not be
necessarily connected to the wireline infrastrietamd mobile nodes will be able to serve as
packet relays and thus form multi-hop routes [B]ité normal mode of operation, PEACE
nodes will act as aninfostation based network, providingPeer-to-Peer VolP
communications, as well as location aware services suchcasimunicating weather,
driving and traffic conditions, targeted infomercials delivery, real-time monitoring and
road safetyapplications.

The transition to next generation networks is oftemipled with the vision of innovative

services providing personalised and customisalrleces over an all-IP infrastructure. While

this is surely an important aspect and a strongrdyiforce behind the development of and
transition to next generation networks, this isyomhe side of the coin. To enable a smooth
transition, next generation all-IP networks neetardy support multimedia services but also
support emergency services. In the context of B&EE project, next generation emergency
management architecture is defined and realisecsupyporting emergency services for both
daily and catastrophe situations this architectmite enable a seamless transition from the
plethora of currently used networks and technoltpean all-IP infrastructure. To support a



smooth transition to next generation networks,REACE project will also be addressing the
integration of next generation emergency servicéh wurrent ones and investigate the
requirements on the networking infrastructure immte of security and QoS to actually
support such services.

The PEACE framework primarily concentrates on pilowg secure and reliable
communication services for emergency workers comaating in an ad-hoc manner in the
field as well as to citizens placing an emergenajl. cThis will involve defining the
appropriate protocols and extensions to curremidstals, defining and realization of methods
for protecting the system against malicious use demlal of service attacks and supporting
prioritised handling of emergency communicationSEJEMTEL), IETF (ECRIT) [3], 3GPP
and the IST project EGERIS and PSC Europe Forumw(psc-europe.eu) already look at
providing emergency services based on IP fedemag&tdorks (IPFN). The IPFN concept
supports various multimedia services, authenticaéiod VPN services as well as prioritised
handling of emergency services. On the one sidegxtend this concept by investigating
more in detail the aspects of secure and reliatbag communication between emergency
workers, legislative and technical aspects of stipgpemergency call services using VolP
and/or Video and protecting the emergency senfices malicious use and denial of service
attacks. On the other side, we consider the gatewalPFN networks and the usage of IPFN
for connecting between different subsystems.

2.1 Objectives and Motivations

The key PEACE objectives can be described in tesfrfeur major key goals as discussed
below.

Next Generation Emergency Communication SysteniVork and development in the area
of emergency services has often resulted in a agp@ommunication infrastructure with
special radio frequencies, protocols and hardwanés has resulted in expensive and often
non-interoperable solutions. While current appreacsuch as TETRA already provide a
networking technology that will be available tofdient emergency agencies it is still a
closed network with expensive equipment. Besideslatv bandwidth, there are already
different non-interoperable flavours of the TETR&chnology that will be used in different
countries. This would make the communication betweergency agencies from different
countries just as difficult. Our goal in the PEA@EDject is to realise emergency services
based on an all-IP network and standardised ptaf@uch as IMS, which is proposed by the
3GPP, ETSI and IETF as the basis for multimedia rnamication in next generation
networks.

One of the major objectives of this work is to sfyeand design emergency management
architecture for next generation networks. To adhihis, the project aims at:

— Specifying a generic all-IP IMS-based emergencyagament architecture.

— Investigating and providing solutions for suppagtidaily emergency communication
based on IP protocols. This requires not only $peg extensions to current
solutions but also devising new ones for user londbr instance. This work involves
thereby specification, development and standaidisatfforts. While already first
efforts at IETF and ETSI are being launched forcgpmg the requirements and
extensions needed for VolP, no complete solutiostexill now.



— Supporting ad-hoc communication in a secure mahatwveen workers of the same
emergency agency as well as between workers @rdift agencies with least possible
configuration overhead (in cases where fire-vehiclés and personnel must operate
in remote areas and the conventional communicaéiolnnology is insufficient). This
involves specifying mechanisms for establishingttimelations between the involved
parties in a dynamic manner as well as supportitg In distributed environments.
While first concepts for supporting secure commatioan in ad-hoc networks already
exist, there is still a clear need for identifyifegst and light-weight authentication
mechanisms in a distributed manner.

- Integrating the emergency infrastructure with rgedteration networks.

— Providing light-weight and fast mechanisms for useathentication and authorisation.
This is especially needed for preventing maliciand fraudulent emergency calls or
misuse of the emergency infrastructure for privege.

- Integrating methods for call prioritisation withFsbased [4] communication to allow
the networks to better identify emergency calls pravide higher QoS for such calls.

— Besides providing higher QoS to emergency callg dlso of utmost importance to
ensure the capability of wireless and fixed networt deal with sudden bursts of
emergency calls. Emergency congestion is a situat@ardly managed in cellular
networks of today. Overload arises due to day-tp-@@aergency situations and quite
often in non-predictable events, since cellularwoeks are not built with a
redundancy similar to the one of fixed networkréfore, they are more sensitive to
congestion situations than fixed networks. The nekdeliable and easy to use, in
combination with low costs, network data technasgi

Secure and Reliable Networking Infrastructure for Emergency Management Systems
The Internet is usually described as a reliablevast providing services in a distributed and
end-to-end manner. However, taking a closer lookoften find that services are supported
using centralised servers or hierarchically distiglol infrastructures. Hardware, software or
network failures due to DoS or terrorist attacksnatural catastrophes would render the
support of different services such as VoIP or eD&Is useless. To overcome these problems
solutions for providing reliable servers are needdtile there are already several solutions
for redundant servers overcoming hardware or soévpaoblems, solutions are still needed
for overcoming DoS attacks and network failuresm8oof the major benefits of ad-hoc
networks are their high reliability and survivatyili By integrating some of the concepts of
ad-hoc routing and transport into service provigigrplatforms one can support such features
in the fixed networks as well. This not only resulh higher reliability in face of denial of
service attacks but also more scalable solutiongeisThis work would involve:

— Investigate and realise mechanisms for providinigbe services in IP networks in
general and ad-hoc networks in particular. Curagmroaches for achieving reliability
require a massive overhead in hardware and softecargponents and sometimes even
changes in end systems as well. In our work we laoHifferent solutions such as
anycast, reliable server pooling and federatedessrv

— Providing of mechanisms for identifying DoS attaciksd triggering appropriate
defence solutions. This on the one hand includesviging mechanisms for
identifying and reacting to bulk attacks. On theesthand mechanisms are specified
and realised for identifying attacks on the protscased in the emergency
infrastructure such as SIP and DIAMETER.



— Specification and realisations of fallback solusidior overcoming DoS attacks and
network failures.

- Integration of a general measurement platform m niletworking infrastructure for
collecting data on failures and attacks and repgrthem to the emergency handling
system.

— Specification and development of a security infiagure allowing the secure
cooperation between different involved entitieshiea emergency system.

Emergency Risk Management and Coordination SystemTo identify the required
emergency handling tasks and coordinate the actbadl involved emergency workers the
PEACE project will develop a general emergency nelhagement and coordination system.
The emergency risk management and coordinatiortitmERMCS) sets the activities to be
carried out during the entire disaster event litdeyfrom the emergency planning up to the
dissemination of the required tasks to the appabgrentities and the coordination between
those entities. This will provide the PEACE projactomplete picture onHow to face any
emergency event”.

P2P VolP/Video Communications over Autonomic Wirelss Infrastructure; With the
increased reliance of our modern societies on camwation infrastructures and the
migration towards all-IP next generation netwonkesearch and development activities must
aim at providing robust and reliable broadband caomigation infrastructures and
provisioning new types of delay tolerant multimedpplications even under extreme network
conditions. Existing wireless communication systemisch as 3G cellular networks and
WLANS, are infrastructure based and do not provadealternative communication paths in
case of extreme situations. Moreover, siidstantial capital investmentrequired for such
an infrastructure, as well as the lead-in time,eghirth to an increasing interest figlobile

Ad hoc NETworks (MANETS). Wireless ad hoc networks may be deployed in gl#tat no
infrastructure is present but communication is nexgl andthe moving nodes may be
considered as the “infrastructure” for these netwoks. Furthermore, the cost of designing,
manufacturing and maintaining a large numbeMobile Nodes (MNs)capable of forming
broadband ad hoc networks that will be used onlgnmergency situations is prohibitive.
Therefore, it would be of significant interest tevelop a network model that will have
widespread acceptance and usage because it wilineravery day applications and services.
Within the context of PEACE, an overlay P2P netwovkll be designed and developed to
provide new types ofeal-time and delay tolerant multimedia applicatiors such asPeer-
to-Peer VoIP and/or Video, as well as location aware services suchcasmunicating
weather, driving and traffic conditions, targeted nfomercials delivery, real-time
monitoring and road safety applications. But more importantly, PEACE will pidg a
valuable communication tool faxtreme network conditionswhen the infrastructure is not
available or heavily congested (e.g., during floggiearthquakes, large scale fires) or in cases
that quick network deployment over an infrastruetless area is needed.

3. Testing and Demonstrations

To assess the practical usability and technicarectmess of the PEACE emergency
framework will be tested and demonstrated in twagels. In the first phase, the system will



be tested in the laboratories of the involved pagnAt this stage, the aspects of ad-hoc
communication, integration with other technologitt®® measurement and denial of service
detection as well as other aspects of the projéittbe tested and evaluate regarding their
technical correctness, performance and scalabilihe second stage will involve the user
community and it will be deployed in a real-lifeveonment.

Within the context of PEACE, a first set of expesms will be carried out in IMS/SIP
environment. In this testbed the following testf e carried out:

— Reliability of the emergency services within thenwork using IMS.

— Scalability of the architecture to support a langenber of users.

— Support and demonstration of emergency services.

A second set of experiments will be carried oungsautonomic networks. For PEACE,
scenarios, the autonomic nodes will demonstraie dlhdity to:
— Support the uninterrupted provisioning of both egeecy VolP applications in a
dynamic setting.
- Run a common middleware platform that will allowetleployment of message-
oriented, reliable overlay architecture.
— Self-configure.

3.1 Emergency Scenarios

Within the context of PEACE, the following emerggnscenarios will be designed and
evaluated:

1. Emergency Call Delivery from VolP Towards LegacyAPS If a call originates from a
VoIP network capable providing the location of tbeller (PIDF-LO) and must be
delivered to the Legacy ESNet or a Legacy PSAPf(gae below).
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Figure 2 - Emergency Call Delivery from VolP Toward Legacy PSAP

2. Emergency Call from Legacy PSTN to IP PSAP: Catieffthe PSTN or legacy end offices
can only pass the caller’s number. f the call &ided to a IP PSAP, the IMS would require a
mechanism to acquire the caller’'s location, use #elect the PSAP and forward the call to
the IP PSAP with location (PIDF-LO) (see figuredye).
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Figure 3 - Emergency Call from Legacy PSTN to IP PSP
4. Conclusions

In the context of the PEACE project, we will addrdbe issue of providing support for
emergency services for a wide range of scenariasekt generation all-IP networks. This
involves specifying and realising mechanisms forppguting secure and reliable
communication infrastructures fulfilling the regemnents of current and future emergency
support services. To achieve this goal the workirdjsishes between extreme emergency
situations (e.g. handling natural catastrophes)daily emergency situations (e.g. calling an
ambulance, fire-brigade or a police station). Femtho ensure the reliability and security of
the system a major part of the work will also belidated to securing the emergency
infrastructure and providing solutions for incre@gsithe reliability of the communication
services.
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